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westullagiiu viewvnzay
5.1.10.4 1303 Database Server Sy 1 9 Tnefinaidnuniretetion el
5.1.10.4.1 whelssaana vCPU Lidaunin 8 Cores
5.1.10.4.2 mheaudi RAM hiliesndn 32 GB
51,1043 fuidauiu Storage lsitfoundn 5 T8
51.10.4.4 ssuuUfuRinisitu Windows 2012 R2 w3s Windows Server
estullegiu viawmunvay
5.1.10.5 1A303 Web Server $1uu 1 9 Inefinnidnvnzetediay dail
5.1.10.5.1 wiheussaiana vCPU lidtfaenin 8 Cores
5.1.10.5.2 wiaeaudl RaM liitleania 64 GB
5.1.1053 Wuideuiy Storage litioandn 1.5 TB
5.1.10.5.4 szuuufiRnistiu Windows 2012 R2 e Windows Server
neituliagiu viawusay
5.1.10.6 1399 GIS Server (Cache) $Wu 1 yn Inofinnidnuuzadwios fall
51.10.6.1 wialsvarana vCPU liteendn 8 Cores
5.1.10.6.2 wieaudn RAM Litleendn 32 GB
5.1.10.63 Auflsauiu Storage luitfoendn 200 GB
5.1.10.6.4 szuvufianisiliu Windows 2012 R2 w3a Windows Server
westulayiu viewmmnza
5.1.10.7 szuudaifuluid (Cloud Storage) $1uau 1 90 Tnefinaudnumradieios fil
5.1.10.7.1 fszuudanisteyala
5.1.10.7.2 iim3 Backup Uayauayilsyuu Log
511073  fssuuinwmiulseniedeyamunnnsguanudaensdiy 1SO 27001
511074  annserumndsyalusruuluy Full Text Search Wae Advance Search
5.1.107.5 #uisaifiu Storage lLaiffosndt 10 T8
5.1.11 1l Private IP dmumniazes uaxsl Public IP S1unustatos 6 ga dwiuiuidsvies
5.1.12 {lfuinadesdaliiinsuinisiasadrefiug i (nfrastructure as a service) fiifisana
fuprdasnsldnures aven. Tneftdnuurdwisluiifvedieies
5.1.13 fssuuuinsdansuazidrfionti Console weardosusivisiatiousiuiu

= 174 o (L] o
5.1.14 UTzUUEITNUAZAU Snapshot TaATBIUHUIMLENDY
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5.1.15

5.1.16

5.1.17

5.1.18

5.1.19

5.1.20

51.21

5.1.22

51.23

o | 1 = < a v
uins Export Image in3pswsideiadeuluguuuuiifuinsgunanfiawnsatiluly
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AUllUINIS Cloud s1eduls

|

finsdsesdoyaliianelu Site udn wag Site d1sos nnu Taefideulunsdrses
Toyn uasmsifioyaiu Asiife nsdsestoyassBusuiumsildiuimetoyandn
(DC Site) Faaziinsideyafidrseduifuliiddiuinstoyadises (Backup Site) di
A19%11 Data Replication ﬁayaﬁﬁ'ﬁaaﬁ Tuifufifldliuinisdses (Backup Site) 5
nsdresuasnisiaudeya neldimeasiBoaseluil
5.1.16.1 fimsdsasdoyaiileiimandn (OC Site) indu Tnevinnsifutoyaliszasinan
43y
5.1.16.2 finsdsesteyaititauinisdises (OR Site) nniu Tnevihnsifudoyaly
Jyesan 7 Tu
5.1.16.3 a3 restore in3esusitnsiadioulianunsoldauldnunistesions avan.
Al adedlfuinis Cloud Service AiN1508nRUUTEUY network Tudnwuy
Redundant dsanansavnaumawnuiuldlunsdifissuuiitam
Jidraededidmiilumsiivinsiinmuussanununisiissuugfiansaumanany
iensuimsusuilesulatessdiineuiauweluladomauaz gfiasaune (gud
5191151 WisTmug) andadliuing Cloud
FWiidesimniouduuuy (Template) dmiuairandoswidiaiion Annns
szuuUfimseuiieven. Wufimuatasssuudfiinisiiiuninfesdesliavdia
Yannaansldugoniiag (End User License Agreement : EULA)
Hlnandsdnlifissuuinumuasndeludnuareluiidustiees
fszuulnsimiasUnguaguddoyanaaniial Tne anen. awisalengmyududin
fouvadlaliisnnii 15 Ju
fiszuuaruAun1snfevesgudveya (Access Control System) lag avsa. d@1u15a
avaeuaundsldlidini 15 fu
fszuvln$iead (Firewal) Josdunislaufiiussuuiniedns dmiussuy Cloud
Service 914U 1 38U way Backup Site (Site 589) 97U7U 1 5¥uU laussuU Firewall
wsadlifimsldausmivmhenudu q Alduinis Cloud ey smlanie avian.agdes
ANNINVINNIANTS Firewall 1l VPN, NAT, Firewall Policy, VLAN uaz Routing lf@ae
sty TnefivwasBenetrsdoudolud

5.1.23.1 1ussuu Firewalt ¥ila Next Generation Firewall #Y191udnway Virtual

Appli{iuce %39 Appliance

N
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5.1.23.2 \undnAnsifunmaaeunsognusageglu Magic Quadrant wes Gartner
ﬁ’luqﬂﬂ‘iiﬂ Enterprise Network Firewalls Tudl p.71. 2017 Juagaloy
5.1.23.3 fuseAvsnw vidediAn Throughput wes Firewall lsitiaanda 200 Mbps.
5.1.23.4 filszdninmwnSedian IPS Throughput Witfoands 200 Mbps.
5.1.23.5 gunsniminauadasaiu1sasasiu Concurrent Connections (TCP) laitfasnin
500,000 Connections kaziA11u@1u1501uN155995U New Connections
(TCP) lfneinatios 10,000 Connections Per Second.
5.1.23.6 sruuitiauedosannsaldautioaiu APT (Advance Persistent Threat) #3e
wrlulad Sandbox Threat Analysis 1nald #3799 Botnet, Remote Access
Trojan tay Malware Iiiuathstien wisiausgunsaiiaiunnsuaniiiflaidy
msﬁwmu'[.ué’nwmmﬁmﬁ'uLﬁa'lﬁm'iﬁwmuamuu'mi
5.1.23.7 $935UNT1M19IULUY High Availability (HA) ¥Tia Active-Active 158 Active-
Standby 191
5.1.23.8 fifengdulunsvingu Web Application Firewall sosamnsadesiulaniu The
Ten Most Critical Web Application Security Risks 38 10 top major web-
based attacks uarUiuugeliiuadentuuuinisljifives Open Web
Application Security Project (OWASP) 574 Hamaruatusalunisdia
Parameters Protection, Proactive Protection Of Automatic Parameter
Learning Wy Server Access Verification Wagldsu NSS Labs rating Tusséiu
recommended d1w3u Web Application Firewall i{lustinatipy
5.1.23.9 aruarunsatunisvesiuluanway Parameters Protection #3aluanuy
Weafy nieuhaiunsonsiadunisldauuseian Hitp Anomalies uasnis
Taufuuv Buffer Overflow, Cross-Site Scripting %38 CSRF, SQL Injection 1@
Juedatiey
5.1.23.10 anansatleafiunisloud HTTP DoS Attack laganusaidenguuuumstiasiviuy
lauf 1 Source IP-Based, Referer-Based %38 URL-Based Protection %38
FQDN ‘iusdviies
5.1.23.11 anansaldaulunsvin Data Leakage Prevention lagaunsaiin1smununis
Download Files uazanunsaruaunisddoyaiidmudidy Wy wneeedng
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5.1.23. 12 ffaridulunsyi Risk Assessment fiaunsavimsaunudeddineluszuuiog
dnTanTIvaRUYeslwiUsEan Open port, System Vulnerabitities, leuetng
1oy

5.1.23.13 fiftsrdlumsameasutedwidwiudulast (web scanner )

5.1.23.14 dilunsieen Firewall Wanunsatiosfunisynsnidieinyssuuaiediie Yesiy
daya muauRTRasuNsivdwlayaseninuesatny

5.1.24 fszuulun1s Monitoring Tusediu VM uas Node uasuaafsutguiliiunie anea.
nuawluszozinanluifu 15 uivdainUnm 530919 @nan. wAsEnsnIun
a58UU Monitoring éitearnuminiulsedisnuaziBenetiates et
5.1.24.1 S¥UU Monitor 5¢@ U Node laiun CPU Usage, Memory Usage, IOPS, 10

Speed, Throughput
5.1.24.2 98UV Monitor 526U VM leiuA CPU Usage, Memory Usage, IOPS, 10 Speed,
Throughput, Packets, Disk Usage

5.1.25 fufiunssan Firewall Taunsatiostumsyngnifielnnsssuuaietne Jesiudoya
muAuRTIIAsuNTSudtoyaseninanietiy

5.1.26 Fl¥iinvzdesiuntideiusemsiulseiududninidwesmdnfusinsludiures
Hardware Uag Software s2ustaanElun1sdwangruteyauosaunsaifiauaifuiad
RRL LR LTI

5.2 fliiAuineduies o gus Intemet Data Center InsfivwasiBunatredion feil

521 flfnessadiininaniesmeufiuneduitiguazaunsaling q iRedesesszuy
pliasaumananafiomsuinsunuiieaulay svuameldgnundsineuianesuitng
1A 42 U Swauediaes 3 § egdninauimumaluladoineuazgfiasaume

(FUET1BIM T TruLe) Tfsufidnraedesnsuiiameiuivng ( Co-Location ) Toild

anulefdaLfu

522 fuiliuinmadineiiafesmeuimeiudisuiasglianauifogialoy il
5.2.2.1 ii Ethernet Port 10/100/1000 Mbps

5.2.2.2 awnsald Internet bandwidth sauiuldtiasnit 1 Gbps.

5.2.2.3 U3M3 Traffic Monitoring

5.2.2.4 midindedliuimsnasn 24 4l

5.2.2.5 nisudlnilgegn 32 Amps #io 1 Rack

5.2.2.6 ¢ Rack 7u1m 60 cm x 100 cm x 42 u

5.2.2.7 9@ Public IP Address IPv4 uae IPv6 atintiay 128 IP dwsu Co-Location

o
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523  {lidnedesdingueioris Private Link Luu MPLS A27132 100 Mops Lieamaszins
ﬁuﬁL'd'nmﬂ?'mﬂauﬁaLma%LLaJ"zi'mLLasﬂué{J’agamaa avien. Agudsrumsudeiane
6 Soflneusunisldey aseuaguiavn udnnis msufifeuvsswenduifisadedulasmis
6.1 DUTILUU On The Job Training mslfrmuzenduiiviouenniiadu Fwseumqunsfingds nns
Uimsdnmsszuu ndnfivuasnisguanufionmuntsvinuessssuy nsbiuimsdeyariu
wietredumesidn Wuegretles Tesdunufidlineusuliiiu 5 au fFuheiendudoen
prlddnesaay
6.2 davirgilanisldaussuy Cloud Service MTOBNLUUSEUUMLIT WY Physical Design uae
Logical Design Tuguweg System Architecture Design LagssuULAIot8 (Network) wiasenans
mMsepNUUUTS Hard Copy way Soft Copy (aslu Flash Drive) $1uauetnatios 3 9m Usenausie
atiatfey Ml
6.2.1 System Design Specification
6.2.2 Work Flow Chart Diagram (nsxmumuﬁgwm)
6.2.3 Network Diagram
6.2.4 Screen Design (lawweu 'isum'luﬁl,ﬁ!m%a)

6.2.5 Report Design
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8.2 v’f’mﬁ‘lﬁﬁ'}fe’iagadau‘lﬂﬁquwﬁw%aﬁ"wm‘uaﬁwun‘,ﬁmiaumﬂnmuﬁzamw%miuwuﬁ
goula] (GISTDA Portal) 791u3n15UUSEU Cloud Service lUvgn weuws nionsnew
Ussanaeaiiensdule Ssdeiinmsnssyidanarilunisnssyiriiiangang

v oo v

8.3 mniinsazilianienseviflianguune avude 8.1 3e 8.2 fluinisresiulinveurianumde

yAravIaMIBuilasunudeme



10

8.4 mldedwiulasenist lduranBusuyszandssdd we. 2562 msaswdludyanasznseyi
1 A o ol ot o o ] QIS o ar ! o ale
InnelledrinnulafueyliRsudszanalsedrd 2562 uiviniu windrinaun Jlafueuds

L e o o 123 1 L7 o o Ag 5 A’ o ur
JuUsyIn HLﬁUﬂiWﬂﬂNﬂJﬂﬂﬁL‘iﬂﬂiﬂxﬁﬂ"l’l‘ﬁ"ﬂﬂﬂlﬂ VIR UUNEUIINATUNIIUY

waulwn1sidnusnis

ot -

v oA v oy w 7 v 1 o = v I3 v
9.1 Fglﬁt‘ﬂqinﬁuq‘lﬂﬂﬂﬁLﬁU'ﬁﬂﬁ’l‘UﬂHalu%'lu‘UﬂiJﬁ ?J'El%ﬁﬂLﬂEJ'J‘UBQﬂUiSUUﬂEINW?LW'BSQJENEJ__UU'I ‘VI%'?]

=1 u

dulafildunannnisyjoauldunduiliduanuduededinan Jlddreslufunnaduiilud

i}
v o o v P a v 1 a v Ay o woa v o o o v o
VUMELAYIVDN ‘VI'1ﬂNﬂ']3@3LﬂﬁﬂﬂﬂLﬁquwqumﬂﬁiUNﬂ‘ﬂ'ﬂULLagLLf.ﬂ:‘UﬂaNﬂwaqﬂWLﬂﬂ%UT,WLUuVI

P 7 = =t v oo vy v v o a v & v Y oo v
Beuioelnaiange vudwaldrndomeldiungiuazdidemedu vdlvingindreiorsanuda
g 1 & a v vy ° 6 o - a s ae r
vivinduanuiadisuss gideasyimsaliuafmunguunedygalnyligen
9.2 glvidnesiuiinveusenandenislag suiinannisnsyrilassuivseUssumiduiaees
ar = e v . - o o A
wilnaugliuinis auviniseuuiu svuumsnfiamaiviegunsalfegluninuiuingeauniu
ot = ol LT 1 o 1 = al (Y 1 ¥ a' -
dyguinanudewe gliuinisazsevinisualutenisuviedivuslaghifndqltdrefiuay
uiUsENIsin
- | | Y oo v o o 8 ¥V a a v W v ol =
9.3 Tunsdiigliiglianansaliudnsmudeimun vidliiReanudeneseditdruasfifomedu
¥ o p 178 T 14 =) 1 ot -:I ) L1 ] = o b1 s
glvusniseeenligindivdnAuSuaussesnanliansaldnulaludruiuimuadenu
ToeAmtusedilus (mwrswndiasdy 1 99u) ludnsideras 0.10 ¥a4IAIAIUSNTIIE9
' P . o, o P - I
9.4 fliinezselsyuuiiarld anan. WUa/Un/reboot insesnaufinnesialiouldias nuaiy
ABINTSUDY ANBA.
9.5 flitd1iaslituin1g Export VM Data #1IN1338998%89 @vion.
@ o1 ¥ o & v o = - o ¢ 7 =
9.6 gluiiseslisruuieli aven. aunsadiunsauvieiasreniiunesialou uazdoyadu 9 1aa
v 2 o & o
1ol P NADINNTYRY aven. use edudadyyn
9.7 glviinAasdiuinisdasmae Unw wasunlvldyuinasa 24 93l naeasseriailudyyn
TRsans
@ v oo ' 2 vy 7 7] f
9.8 Jlrili19Aoslin1sNAaBUNTT Restore Tudiuved Backup tialvilanunsanlunisldiiu adne
Yoo 1 Ase nal

ccoda & P VP Ve { v
9.9 gaviuasiianinelalasansiisedifvdvagniemiungvine

dnuidauay

L3 a

a drinoudaunaluladioinruazgiiansaune (esrnsuniu) audsnaadumssiie i

J

L - 1

Y = ad ] tY
80 W3IW1 5 5U1AN 2550 1aT7 120 21ANSUSEAEUSNg TU 6-7 auuudviniuy WU RVIADIVD

- wih 10- §§F{ /y Q %

AVENE N3AMWT 10210 'X
d"



11 3888981510
dyyriifinavrununiunasunnludyyn szesainiadmudyyiliviiivue 12 o

-] ] ot [ ot & ar J L1 3 =t o =N 1 =y nlj 124 2
(1 U WINU 30 7uU) u'Uﬂmmm‘wnc"{[wwmwmaaﬁmauﬂﬂsmﬂmLLazmiwsaﬂ’umuLLaz

AENTSUNNIATRTUNERLARDISAR TR TUNUSBUT DL LAY

12 2uTumsdadng
Usyanalunsdngng 917U 5,280,000 UM (IATUABLALMUAEMUIME L) SN EYaAIHY

=

13 A19EIUIUITUKASANTEITEIAU
dliigaziesrniunsinnsszuy Cloud Service Timieasldanlanislussezina 60 Juluda
Mnfuaswaludynn nsdrseagn Cloud Service mudyanilidumsiduuuiidinunssesiial ne
2 17 1 =t - q' e} ] [ alf
flvinasdpwdaeua lneiiseaziBundsiidweu feil
© o . dl L= ] d‘ 1 =5
13,1 9789UNIIR UL UTRITEUU Cloud Service LLasS'la‘umgmmmaﬂszmummwamﬂmaa
USnw uasunlonsdliiatlgym
12.2  s1guUseanasuauniadlduessuu Cloud Service
133 enasiufin Log Ussdupaulumssiiiiunisdrsesdeya (Backup)
134 enansdu o (6d)
AN, ANAITISEALTET 31U 4 999 Ineliswasidon eail
ﬂl L] = 1 1 or di 1 =y 3 .
9091 1 drsziduiosar 25 vesyarwdmudyyn Wedtidiliusnisiiissuu Cloud Service
& as @ o a1 W var - - v 1 ' w &
AU 3 WWau (90 ) Tutinanunginlasuseunisinsianiswiouldenu uas.dupuau fisil
1. 98 6.1 uay 6.2 Farnausunisldu asaumquillont wanns nsufiReuses
¢ o %)
gawawIsAetadlulasinsy
2. davauseaumsaniuaulude 13.1 Tuguuuy Hard copy was Digital File
31U 3 49
3. deeunulude 5.2 uar 13.2-13.4 way 6 lugduuu Hard copy uag Digital File
MU 3 1
wazANENIIUNIATIASTUNEALAR SR TS UMUS s UToaum
o & - 1 v s = ] = 1 .
09 2 Grszdufosar 25 vesyarndm e Weagliadnliuinsigissuy Cloud Service

g o ar o d!} 1 1/ o = 5 T i L] 24
AsU 6 WHau (180 Fu) Wudnoniufiiinlasuneunisinniniswieuldeou wavdswauanulude 13.2-

o
_uﬁﬂl_\i\&ﬂg ? o %



13.4 TugUuuu Hard copy wag Digital File $7u3u 3 949 wazANENIINN1INTITSUNEALINTI9SUY
Fuuioular

i 3 Frselufosas 25 veaarndimudyy WeflHdlvuinagiszuu Cloud Service
ATU 9 (Way (270 Fu) FudaanFuiifisldfureunisiindantswdenldon wazdwsuaulude 13.2-
13.4 Tuguuuu Hard copy wae Digital File $7u7u 3 ¢n uazamnssunsasasuRanlansaiuau
138UTDILA?

wefl 4 F1sziufesay 25 veayardIRmEYY Lﬁmﬂﬁrdﬂﬁu%msmszw Cloud Service
ASU 12 1ou (360 Hu) Hudaerniuiifinlifueunsinfentaniesldom wazdueusulude 13.2-
13.4 TugUuuy Hard copy Wag Digital File §7u2u 3 940 kazANENTINN1RTITURARLANTI9S UMY

Souiosudn

14 ams1AUSU
N o a & 1 . or v ow v e &
nsdhllensuimuninnauasasuaussuu Cloud Service mudyguan SRl lifinsssuy

Cloud Service uagwFauldnulaliunfidrarsludmuaamudygl dlfdresdostiseauiuiu

= ar

sefudnsifosa 0.10 veaadmndygr Tudaaniuasuimundasunudyaaudeiuiflveale

v

Ansaszuy Cloud Service nasnwdauldanuls
15 Avusdiudusiai ldeendt 60 Su Wudnaniuaussian

16 MANMNUNINTIIRIITUIRALEDNYBLEUD

WNNUATINAE

17 wdnUsznudyan

ar

gl azfanimandseiu dnsrfosar 5 v8331A1A1979 wweuldunditinau wWedu

ot

nanUsztumsufifnudyn uasndnuseiuasaasdlengaseunguanuiviiaviatieslvigmann

a3}

gdyan

s

- S =l at at b2 J L LA A v Eod r ar e 3
diinrusgaundnUssivdaaiunglian Weglidvuaindeyniuuasauiufiaviaumiy

N

S(aTITRET

- 12- Q %
M0



A9 MERIUUS SN R LA U RASTUAYTIATINGNN (51AND19D4)

& v 4

lunsdedadaansnilldanunasaiig

Folasants Samssurlaseadeiugnu Cloud way Colocation

mpnudwedlasenis duinnuimunwaluladoinmataspliansaune (@ANTUIYY)
29GUIYSENURLESUNNTIRESS 5,280,000.- U (Hanuaomauuaniiuuméan)
Susunsiannans (Sandnede) dudu 5,640,200 v EuwnwauEniiuaSasumdo)
wnasfinrasTIAInNan 910

4.1 P.T.NETWORK CO,LTD,

4.2 3% wims sunefuiu walulad $1ia

4.2 The Excellent Communication Co.,Lid.

swdahmihdidisuesiana (adwde nuau

5.1 wendisy Funsena

5.2 WYy e

5.3 ungausius wWudns

5.4 wpaing auii
5.5 URSAWA IWYTRINGA

¢ i 0



