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Tutlagiudtinussgnduasusnisgliansaumne fsvuy Geospatial Data Center luniaifiy
nuswdoya aduayunisusegndlduasliuinmsdeyaurmizsnunsuazaisuen adndsinm de
aszauiidesatuayuuarliuinisfiinnty damsiuninenssssund fwaedauuarfoRvs
\WiTwgna uavaidewmu s iielviszuy Geospatial Data Center WisawafuauABINITUALTBITUNS
Foulgetumireauiiisates Jeflanusnlufidoainisuens Yiuuse uasWmuisyuu Geospatial
Data Center Wipn1suimsgiudayauaznisainmsaiminenIssud dandenuasieRth wivgha
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4.2.1 spuvaivayunumuningnssssuni dundeuuazieRiR wswghe uasgiidee
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5. ANANUATDIIAUD IR

5.1 flavenadenduiiiyaranoifisanionarsswiuivludneugnguilfiyanafianisdisay
(Consortium) uawwmuwaﬂwﬂiummawmeuamaixuuamnmaunamaﬁ

5.2 fhauesandeshifudiignssyrdellulydnefedianuomesenisuar ludsdoudoudn
v3alfudiliSunavesmsdditiyeraviayanadufiudisnumussdsuramennis

5.3 Liduginauselemiswuiufiauesimedufidiausliun duinouiwuimaluladens
uazpfiansauima (esimsunow) waghidudiinaysslonismiussniadiavesentudliuing
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5.6 yaravsadfiyarafinzidndugdyyifumissauesiy dsldduiunsdadodadretessuy
Bianvsaiind (E-Government  Procurement: e-GP) desammzifouluszuudidavsetinduas
nsulinanaiiiuledausdeyadatodadnaninig

5.7 gdnygwinssunazdneldui iy suiais Buusinsiuduusaads Sl yarlsiiAuammiiuum
Adnensuheiluduants

5.8 fauanadiesiinasumsneiagUssinniieatunissenansian yarilisning1 10,000,000
v @uduumda) TudgygrdvmSoratedygyn ereties 1 wasu wasidunasuiiu
Adlaonse AU maeausIens Sglamie vie misanuenvuiidwnmudedeld lnudes
uuvdnundnygyvdenisdeiusemanuausniounstudoiaus
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ssuudaifiuuartuiindeyavunalve Wsunsudrseadoya uarlusunsudanisiniasnonfnes
\aflou Virtualize  fiaue Tasianans Certificate  9vdosvantasuidnidvomdniusivie
mhgnuitlafureumnglunseanly Certficate Inidmesndnsusiloenseifinisiusesegna
gndipauazlifusedaumisudeiaue
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6. formumialy

6.1 fauesinirastuenarstorausniuseasdeadormuamsiuimata Tnoudssessugunsal
Tusunsy Tssendindnuazdug Mierfewaziensienluidazsionts davhuaunistisein
pUnsaifiieds

6.2 eniausazsoadunmitnumiyadufiuuaraseunguaildarelunnsients wagnnianssud
Usngludaimusmamaila

63 fiauesnzfadldiunisudsiegiadumamslumsativayumameaiauazerinaeenaiu
yansrnidesdaiusiusesussmdlng aaoanaimsiuuseiu Tnewidedudesiionylal
WAy 90 Sufuaniuiieenionarsaufsiuiidueaausinan (snifulamte 1n3asdsaslaiii
Tsunsudrsestoya Wsunsudanainsesnanfiipesiadion Virualize §f Rack server uag Wuil
Jnfuedoadimnesiiouimsiueietny Intemet)

6.4 fuussidosdmihmaadisudisuneasdeavesgunsaiitiausluudnndenvaiauasian
Wufureumaasey (TOR) wasdineaun daus 49 5 - 48 13 Tuguuuumsasieudioy
(Compliance Tabie)

7. YaULASIALLDIATAINTTANIUNT

Q’Lauammwﬁaqﬁmanm‘i"ifaLauaﬂmé’nwmwzueﬁ;wawma‘ﬂnicﬁﬁ%’mmxﬁamwma Usuug
LAWAILTSEUY Geospatial Data Center (omsuinisgrudeyauazmsaianisaimineinssssusni
AwndonuarAufTh sughe wasglidenn Wenunsavhausufussuueiediodu ves aven. Tuns
fnnuUsziiiunaldogeliussavinim Tnefigunsalifenisuiulsuszneuse
7.1 szuunsufiame fiensudmsdanisuaznisiann wudeesgrudeyagfiansaumaiionis
mansal Funingnsssaned awandeunasefvd wsugho uazgifeay S1uau 1 szuu udaz
yuu Ysznoulufegunsnldel

7.1.1 wdpmanfinneiuitsdmiussuunmsuinsdansuuudiassnsiuiy 2 g dswanden

Qmé’nwmsﬁai‘f

- 1 Intel Xeon E5-2600 Processor %R Ten Core (10 C) #ifinnuniadtygneasniinilais
i1 2.5 GHz Swaulitesnd 2 e vwiafnm

- Processor WUU 64 bit iimihumuduuu Cache Memory laitiaanin 25 MB

- fvheanus (Memory) oiia DDR4 fifiruida 1866 MHz wiafindn litiosndn 64 GB
v3efndt venglalitesnin 760 GB

- § daumruAw Raid Controtler A1M57 6 Gbps Ivisarudilitiesndt 1GB seeiums
Vi RAID 0, 1, 5, 6, 60 ¥301INNI

- # Hard Disk 4Uu Hot-Plug #8im 6 Gbps SAS 15K auianuglivsenit 600 GB e
wite Swavlidesndt 8 mie wieRnin

- fisvuudensiadoyaiaiotiy Network Controller wuu Gigabit Ethernet %3afin1
uibitiesndn ¢ wihe wadnin

- §1 PCle Iiauliivpenin 3 winy
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fiszuulwiwuuRedundant Power Supply vualitiasnit 750 Watt fswnulidesni
2 mig

fistuu Remote Management iansmussmuATate filltesmansnianssuy
\3otevesiAtaiDedicate Network Tuguluy Gigabit Ethernet wiasshianunsnaiuan
1599 Virtual Console Témdauiu wiourisasfunsnisdnieane LDAP, Active
Directory uaz M3mMuANLUY 2 (ol Two Factor Authentication wiafin

famawuu Rack wiaudndnsudavanesagiifieates Cable Management waofinin
fssuuUfjUanTg Windows Standard Server Juanaa

7.1.2 inTssnanimeiwivedensiauigiuteyagiasauwmasdvayuiuudiass 9 1
4 fsivandunnudnunesil

7.1.3 inTasmoufiampiiingdwiumsimnwuuingss S 1 ya dseaziduequanyuyasil

i Intel Xeon E5-2600 Processor ¥iin Ten Core (10 €) Afimnudrdyaramntinlais
N1 2.5 GHz Twaulideenin 2 wiie wiednin

Processor WuL 64 bit fiteauduuu Cache Memory laltiaenin 25 MB
fiiaeanudn (Memory} ¥ia DDRA 7ifianangr 1866 MHz wiefini luieund 64 GB
wTefnI1 veneldiitounin 760 GB

fidruaauAu Raid Controller A21357 6 Gbps fivieanuslitiosndt 168 5893ums
¥ RAID 0, 1, 5, 6, 60 ¥38U1NAN

i1 Hard Disk wuu Hot-Plug %iln 6 Gbps SAS 15K auiapuglaitiounin 600 GB sia
wihe Swaubivosnin 5 Wiy wiadnan

ﬁizuw‘gam{aﬁayam‘%mﬁw Network Controller wuu Gigabit Ethernet ¥3a#in11
Turubidasni 4 wiiw ¥Iefind

3 PCle snulutipenin 7 v

Hssuuln#uuy Redundant Power Supply tuialiidosnia 750 Watt d5ruiubives
N1 2 wule

fis¥uu Remote Management tilansmuANHTULATaY TiTlaInanenanssLy
3977

$seuuUfURnTg Windows Standard Server suanzn

il Intel Xeon Processor 96ia Ten Core (10 C) A sidygrauinilisings 2.5
GHz nulidounin 2 g MIpfni

Processor WUU 64 bit Simingarmudiuy Cache Memory liidsunin 25 M8
SvuwAugr (Memory) 4iia ODR4 ﬁﬂmwm%a 1866 MHz #3a@na1 laudeeunin 32 GB
wiafini1 vwlalivennin 760 GB

31 Hard Disk wuv Hot-Plug %iin 6 Gbps SAS 10K vwiaauqliitioandy 600 GB #e
e S1uauliioenii 2 iy nIeRn

31 Hard Disk wut Hot-Plug %iin 6 Gbps NL-SAS vunanuqliitionnd 4 T8 siaviae
Tunubivoenin 12 wiie wseRnh
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il @umuRm Raid Controller sas3unisyhanuanunds 6 Gbps winsrudlaitesnds 1
GB s833uMT RAID 0, 1, 5, 6, 60 wIounni

fsvuuideusitoyain3athe Network Controller wuy Gigabit Ethernet w3aiin1
uulitesnin 4 wize viedinin

3 PCle Yrunulaidosnda 7 wie

fisvuulwiwuuRedundant Power Supply fis1uavlitesnia 2 wie

fiszuu Remote Management temsmuautATaT Y TilteIMaIENIINTELY
\AseteauATesDedicate Network luguiuy Gigabit Ethernet wioustsanunsnruny)
n15¥91u Virtual Console Ismfauiy wiewvsasiudvdnmsudndsie LDAP, Active
Directory Lkag NTAIUALLUL 2 vl Two Factor Authentication #3afnin

AAFINUY Rack wiaudmdnszidevanesnegiiieatsa Cable Management wiainn

)

fiszuuuURns Windows Standard Server Juad

7.14 szuuiiontsWruuuTaesnaeamsa §1uiu 1 ssuu udagseuy Yssnauludegunsal
-1
il

7.1.4.1 wnsewsvananawuudasnisaanisal S1uau 20 wses TswasiBuenndnungy

Fatl

il Intel Xeon E5-2600 Processor %iie Six Core Intel Xeon (6C) A1y
Fyraunnnilaiingy 2.4 GHz Suabitiosndn 1 wiae vieindt s943unis
venetdu 2 mihe

- il cache #i@ Processor vunlaitiosnin 20 MB wsaRnin

- flmhemudn (Memory) wiin DDRE Aiflanunss 1866 MHz wioinin Litasnin
16 GB »39fini1 verwlalidesnin 120 GB

- il Hard Disk %llm 6Gbps SAS 10K awemnugliivdosni 600 6B $hnvlides
n91 1 ¥ seAnIn

- il Hard Disk %lin 6Gbps vunamughitesndn 3 T8 Swuauliifesnin 1 wiw
IDANT

- fsvuuidensioteyairdetns Network Controller WLy Gigabit Ethernet w3a
An71 Swulidounin 1 viae wiedngn

- fursasesmvauneuananaliiTtaenit Nvidia Quadro K2000 Afimieaaudl
Hoendn 2 Anzlud

- fimdhouanwasanmwuu LED ude Flat Panel Monitor swalsitiesnia 24 i i
dnudeulsslidosniiuuy DVI was VGA wasannsauanimaiinuanden 1920
x 1080 n3afnin Surulitesnii 2 vise

- {iMeagunsalvens Expansion Slot WUy PCi Express x16 Gen3 uay PCl Express

sadulaiesnii 5 vea

3 DVD-RW $77u 1 wiae

31 USB Optical Mouse uay USB Keyboard athsaglidasnis 1 wiie
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7.1.4.2 \nTesdsadlvihune 1.5 KVA 1udu 20 wa3es dswanfonnmuanvugall

- 9935UNITTIULLU TPM

- fllusunsudrsesuas{fuseuu Backup & Restore System ﬁawmmﬁﬁaaﬁa;‘ga
Tudiiuld AdueSemnensdifisafutueioswssnanauuudiaainis
AANIILasIASRRBNR RO T Tiaus

- HsyuUfURn1sUUY Microsoft Windows 7 64 Bits *ﬁgn%wﬁwé

- Hsgpriannsiulseiugunsal wuu NBD (Next Business Day) Onsite uag
Usviudeulsangtimn Taedmihiiveadwemds stsflulsanalne

- fifasiwsienuuenldtasnii 1.5 kVA (850 Watts)

- 314390 Input (VAC) 230 #38Rn1"

- §lus99U Output (VAC) 230 ¥5afnin

- fieslwveanlitesndt 8 ¥e9 waryndesdssuutiosiulvnszwn Surge
Protection

- diszuvtlesriulinszvin Surge Protection 19U Analog phone line wag
Network Gigabit Ethernet

o ol o= o o y & o alen

7.2 sruvapaRumefivan1suintsgudoyauazaianisaininensssiuend AwedounszioRon
\Wegne waznlidean 91uu 1 ssuv Usenauluieaunsaldall

7.2.1 iw3psuimsiansiaiesmeuinasudiisviiniuas Blade Enclosure /Chassis $7uu 2 9

ivandunfuanwyial

Hugunsaiieesmauiawefusitioviniuan

famslu Rack w%aﬁmﬁgqlugmmu Tower #39AN1

sesuntsiinms Blade Server Wliivosndn 4 wweq

fimihearsld w38 Power Supply wasWaauvse Fan Kit (uwuu Redundant 16 uay
aweafinsaud Chassis/Enclosure Talé

fidrudnfiv Hard Disk weumeluniemeueniiiinsdeuresiuanudilivesnin
6Gbps Feveamne ansadaufiu Hard Disk lifosndt 12 wie uaranunsadoussiu
Blade Server léwiaufiuynia3as udsin RAID 5 3o 60 n3afni1

#1 Hard Disk %ilm 6 Gbps NL-SAS wu1aauglitiosndn 4 T8 deawuse Swalidesni
9 e wag i Hard Disk ¥ila 6 Gbps SAS vu1em1Lglitiaendn 600GB Fawily
Swulidasnit 3 wiieniafnin

31 Switch Module WUU 1Gb Ethernet switching module T 1uINNES LY internal
97U 16 WaiV uay external 911U 8 port w38 AN 1 1 W9

i Network Adapter #3a Switch Module ¥38 Ethernet Interconnect wuu 1 Gbps viin
4 49314 port W3BANIT Iwauliiosnin 4 wise

# Network Adapter %38 Switch Module 38 Ethemet Interconnect uu 10 Gbps
21l 2 ¥aIvng port 30N TulitesnI 4 wuae
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3l Remote management system Tuszuulaeanunsodanasty interface wuy RJ-25v3e
\w3ov8 TCP/IP dwiumsdamssruuimasnaufiomasusivnesiia Blade wuy Remote
wiane Browser nelsiadammnemsiuisanunIssneufimesuitneiauarmue
199 LCD %50 LED LLamamuxmsﬁﬁmwaqm?adﬁmc{?ﬂmauanﬁ

7.2.2 nspsnouiamasiwiveiie wan Blade Server tanmsaisnouiiamesiaiiou S 6 gn
fieagiBuanmuanyusiail

il Intel Xeon E5-2600 Processor ¥iin Ten Core (10 C) Afimua Fryanauinilis
N1 2.5 GHz 9waulitesnin 2 wiie iednin

fimieaudt (Memory) ¥iim DDR3 7iiina1ands 1866 MHz yidedndn luivasndy 6468
wiafn11 veelalivounin 768 GB

31 Hard Disk iln 6 Gbps SAS wumauglitiounit 600GB soviie Swlivesnin 2
MUIENIDANT

fsvuuiAiarne wuu 10 Gigabit wisfnitetnetias 2 Yaemna port

i1 dumuAu Raid Controller 3993UN13¥191UA57 6 Gbps 935UN15¥n RAID G, 1,
5, 50 ¥IDUINNI

spa3uNSAARY Operating system Windows Server, VMware (Justiafae

flsvuu Remote Management Litan15AUANKTULAT% I Web Base GUI 5993Ums
\Fousiouuu IPva uax IPv6 w3afinin annsavhandlumuu Virtual Console, Virtual
Media, Virtual Folder uaw Virtual Flash w3afnin wiawmisesiuangnsdniie
LDAP, Active Directory uaig NMsAIUANLUY 2 (Foula Two Factor Authentication %38
finan

7.2.3 insosmaniimeswidieyiiniuan Blade Server lian159nNn1s $1uau 2 gm fiswwazidun
TGN

il Intel Xeon E5-2600 Processor wiin Ten Core (10 O) fiflauiSrdeyaanndinilus
n31 2.5 GHz Frwulidvosnin 2 wiie w3sfina

fimisgaud (Memory) %fin DDR3 #ifiAnanga 1866 MHz iernin litfeunin 3268
u3pdAni veelalitsenii 768 GB

il Hard Disk wila 6 Gbps SAS vunanuglieenin 600GB sovthy Srulsivesndi 2
WILUIBRNIT

fis¥UuiAToTIE LU 10 Gigabit wIsfnined oy 2 1eavns port

il dauAruAY Raid Controller 5995UN13¥MMUAIIEY 6 Gbps 5895UN5¥1 RAID 0, 1,
5, 50 ¥30N1NNT

seedumsinga Operating systerm Windows Server, VMWare \Juseatdoe

flszuv Remote Management LHeNMIAILANKILIATDTIE Web Base GUI 5a93un1s
Fousouuy IPva uay IPvé viedndn ansavihenluwuy Virtual Console, Virtual
Media, Virtual Folder kag Virtual Flash wiadind1 wisuasesduinimsiindeineg
LDAP, Active Directory uay N1ATUANLLY 2 [fauly Two Factor Authentication %38
fini
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- {lspUUUf]UAnTg Windows Standard Server Juaan
7.2.4 Wsunsudantasesnauieediaiiou Virtualize 91uiu 2 9a Tieasdonnmdnvuedl

hilusunsudnsnaasiou virtualization 7ivnanuuuy native 138 bare metal hypervisor
anunsodasnaIoasiting virtual machine lévansirios
- awnsefndeliiaaieaithetuuy 32 uay 64 bit
- awnseesduedeauitiaiaiion Hosts litfeundn 3 wades Tnsusiasirdosdimiey
Usstnanalalutosnin 2 wiheUszauiana
- awnsavinisée Virtual machines WdBnindsasitaiaiiou Hosts Sulnesnluih il
llszun3nng Service Tu Virtuat machines vlaselwuinisidogwiaiien
- gnsavinelunuy hish availabitity
- awnsavin replication 984 virtual machines WéAuddrsastoyala
- anunIndrseeuasiAu vitual machines Tnglifadinnslusunsuisdialy
- annsndlaeiu virus wae malware T virtual machines TagligoaRanalusunsusie
Agenttﬁluw
- flusunsuuinsdenisdmiunsmvauuasnsitaausEuualiounndiunand s
$annsvir high availability wasnmaiedouthe wiasfladdusunsudnsnaaion
virtualization
7.2.5 seuvdmfusasiuiindeyarunalugiiiussuuiasatng NAS $1u7% 1 svuu uwiavizuu
Usznaulusegunsaidel
7.2.5.1 diuaruANnal NAS Appliance 31U 2 10 frvavBoanudnyurdel
- TdwmeUssunananan (Processor) 984 Intel Xeon wuvhitasnin 6 Core
AU Ideyey I Clock Speed Witlaunin 2.6 GHz w3AnT) T 2 Wiae
- fmhgaud (Memory) wuu DDR3 wuelitisenin 32GB
- i Hard Disk wuy SAS A1139 300 GB 17U 2 Mite w3edini
- il daumuA Raid Controller 5895un19veuAInania 6 Gbps seeiun1svih
RAID 0, 1, 5, 50 #3010
- fidudeurefuszuuiaieris (Network Controller) fatfuayumsldnuuuy
Gigabit Ethernet 1105§7u 100/1000 Base-T 913U 2 Port #iafinin
- fidudeurafussuuiaiatis (Network Controtler) flatiuayumsldauuuy
10Gigabit Ethernet %tim R145 9117 2 Port %38AN70
- nadnely (Power Supply) wunaliitioanda 700 Watts 417U 2 wig 5995
AMS¥191URUY Hot-Pluggable way Redundant Power Supply w3afinit
- ﬁ'ﬁs‘u‘uﬂﬁffams Windows Storage Server %30 NAS Operating System i
Svfivgndesmungmine wishinan
- 'izuuﬁﬁmuaﬁaaﬁwmlugﬂLLUU High Availability (HA) 16
7.2.5.2 daudafivtisyasuialvg) Sy 1 e SrvanBunnudnuzded
- flussmuaumiiaivdaya (Controller) $1uaulidesnit 2 4n
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- fivhganudn (Memory) litieend 4 GB Aounsmugsmisaiiudoys
(Controller)

- sesfumIvenemieimiuteys (Hard Disk) lalidesndn 192 mine

- i Port 10 Gbps dmulitosndt 2 Ports sakmsmIvauMbEAUToya
(Controller)

- g935un1svin RAID wiim O, 1, 10, 5 ua 6 1

- 1 LAN Management kuU 10071000 Mbps Base-T ae1a1ipe 1 Ports Aauka
AvAumieivdoya (Controller)

- seefurmuannsalumsdandadiu Hosts Ielitiaanda 64 Hosts (1 Ethemet
Switch)

- soafummuansalun1sasng LUNs litasnia 256 LUNs

- Fadambedafuioya (Hard Disk) WU NL-SAS wuia 4 T8 Aiflmu§aseumy
laitfoundn 7,200 RPM Sruaubiivoanin 12 wiae

- i1 Enclosure Expansion wiaufiass Hard disk LUy NL-SAS aua 4T8 5]
Arungrseulivesnin 7,200 seu Swliidesndt 24 wiie

- atuayuseuuuijuanns (Operating System) Wi Windows Server 2008,
Windows Server 2008 R2, Vmware ESX, RedHat Enterprise tiiduagatiay

- il Software Management Wipu Feature dmiuuimsinnis Volume wuy
Snapshot wag Virtual Disk Copy (Cloning) neliiasamsneniseiiantuieia
AeuRmaswiteTiaueiiun

7.2.6 szuviaiutayadiunans Backup Solution $1uau 1 ssuu Usenaulufegunsalsiad

7.2.6.1

winsnaufamefuitaifiodafvuasdisosdaya S 1 e dreandun

ﬂmé’nwmxﬁ’aﬁ

- #1 Processor %iin Six Core Intel Xeon (6C) fifimandrdygnnmnitntldshny
2.2 GHz Swbivsandn 2 wuae wseRndd

- fvtheauds (Memory) 2fla DOR3 Aifin1unss 1600 MHz wiednt laitiesnd
32 GB v30fnn |

- 1l Hard Disk Wuy Hot-Plug ¥fla 6 Gbps SAS 15K vueamglivasnii 600 GB
RovIe UINBINeENTY 3 Wiy wIednd

- il dumuRu Raid Controller 3893UN15911UAINIEY 6 Gbps F095UN15YM
RAID 0, 1, 5 w3auINNN

szuuansedeyainiatny Network Controller WU Gigabit Ethernet ¥3p

N1 Prnuldtsenit 6 wie wiednin

ee

SAS Port 91uauliitaanin 2 Port dmSuiliauseiu widsasdoya
syuUTWHLUURedundant Power Supply fdwmlitosnit 2 vy

b Eh Er =2 o)

a ' R et
- {52UU Remote Management Wan15AIVANAIWAIEY Y Afdoamnauenain
syuuiATeneYeAIatDedicate Network Tuguwuy Gigabit Ethernet wiaums
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- amnIaMmUANNSII Virtual Console éndaufu wioniisassudninsidds
#18 LDAP, Active Directory uag MIATUANLUY 2 Fouly Two Factor
Authentication ¥38/n31

- TszuuuUBnasuun Microsoft Windows Server ﬁgnﬁmﬁw‘é

7.2.6.2 wsesdaiiuwartufindeya auelvg Suau 1 ya fiswasiBennudnunsdsil

VI = o o a . = o
- I81uATEE 2 WINTBI5U WU media LTO6 leendoumoriny Interface WUy SAS
fieraniilideunit 6 Gbps wiaRnin

=

- {igasldvy Media lidaenidn 48 1es Slot
fszuulviiuuuRedundant Power Supply #3e@nin
JAUIANITNIUNI Web Management a1

- w1y media wuu LTO 6 - data cartridge laitiaenin 60 gy

7.2.7 Wsunsudsestays S1un 1 ga drwasdunnudnuaesil

7.2.8

ﬁiﬂiunwé'ﬁaﬁagaﬁsaa%’umiﬁwms'wﬁ’u wluasiATasraniameiulide
annsadndaeiasusideiliuinsdesuasffutoya Backup Server) uu
sEUUULUAN1T Window 2008/ 2008 R2 w3p Windows 2012/ 2012 R2 1#
mmiﬂe’i’wsaqﬁau“aﬁgﬂuuwizwiﬁ‘a Physical wazszuulaloy Virtual Machine
a'lm'iaﬁ'lsaq%’anﬁlammﬂ%‘amj‘dw Titfaundn 5 1rdeq
annsadrsasdeyannialoanitnaiaiiou Hosts lirfasnt 3 iaas
annsodsesfeyademuiiauestsiivssavsnw
annsnainauasadslunmsdsemarifiutoys WnemsidrsWadaya (Encryption)
WUU 128 %138 256 Bit s1a11n3§1u Advanced Encryption Standard (AES) uuuas
fanuaziny

AusnvnaUI AN NS Internet Protocol 161 L4 IPVA ez IPvé 1el

aun3nvh Virtual Conversion lagaansavin Convert 90 Physical to Virtual (P2V) way
ﬂﬂﬂﬁmﬁagaﬁﬁm (Backup Set) Backup to Virtual (B2V)
s993UATIMNENTSalUNIYINDeduplication LU Source Deduplication, Media Server
Deduplication 4aznsyiWIugInkIsLuY OST Target-side Deduplication
ansnivunaudrsesdeyalminusedudoudvana
asadsesssvuluanwwindoualiou 1y VMWare ESX wag Microsoft Hyper-V 1og
anunsnsasFumisiAwtoyaluluu Granular Recovery (File, Folder, Application vy
Email Message, Database \lusiu) amnmisd1sesioya Virtual Disk Weandaudion
AnanUFnIALSTUULUY Bare Metal Recovery S9SUTEULITU S UL Legacy BIOS ,
EFI/UEF] wag MBR, GPT Disks

sEUUMINsEedayalATate Network 91uau 1 380U usiazseuy Usenavlumegunsed

LD

7.2.8.1 gunsninsyanetoya uardesduseuuededns Firewall §1udu 2 ya Hnwaides
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- Wugunial Firewall wuy Appliance

- fimheusznana ASIC Chip AlFTunseanuuuanifievnuiiisnwamuasnste
MU ELETRL]CRTOURE

- § Firewall Throughput lais1n31 4 Gbps wazliunIsiuTImINATEILYeN
ICSA

- sepsfunsifensia Concurrent Sessions hitfeendn 3,100,000 nsideusa uay
spefumsidensolual New Sessions lddmaanu$alasnit 75000 nsidieusa
AOTUIN

- fendeudeszuuiAIetis (Network Interface) wuu 20/100/1000 Mbps $1147u
Litipenin 40 984

- farwanunsalunsesiadunasdosnuliSanouiwestulusinnea FTP, HTTP,
IMAP, IMAPS, POP3, POP3S, SMTP kagz SMTPS Taglaiunisiusesmuuinsgiu
Y84 ICSA Wasfawaunsn update $utayalida WiuATad e Internet Swlusi
PADATYEYTBINTIUUTEAY

- fissuuasvasuuarleatunisyninguuuusing lagldsunissuseamsgiuan
ICSA Tmganansn update g1udayanisynin (attack signature) HuAIeYY
Internet srludAnasnsrozan1siuUseiy

- munsahstaensdedeyaseIins VPN Tneildisnsdnatatuy 30ES/AES
IPSec uay SSL-VPN iverutaensielunisiinsoainseaelnald uarléfuns
$USDIRNLIRSFINYDL ICSA f IPSec e SSLVPN Taefiaruialumsyihe
IPSec VPN lalaidngn 1.3 Gops

- awnsovilunsuiulgenuan® Upgrade firmware nagnenymsiulseiy
gunInl

- ansessyrlianazaluAuN1Td Application Frinudreenaiothe wu
Application Peer-to-Peer, Social Media Apptication, Game W&y Instant
Messaging 2e19L19u Bit Torrent, eDonkey, Gnutella, Kazaz, WinNY, MSN,
Yahoo IM, AOL-IM, ICQ Facebook, Youtube waz MySpace tasiulutosnin
3000 Applications

- @3V WAN Optimization &wiulusinaea FTP, CIFS uag HTTPIMTy
9tinaiot

- aunsauimsianisaunsalituamggIu HTTPS wsassH laluatneias

- awsaifiudeyassasdidigeineg i’mﬁy'wﬁmaﬁawﬂﬁﬁ’ﬁmwmm‘%‘laa“?{'l,%'mu
laun Android, iPhone, iPad, Windows PC 1Wustsiag

- fiemuanunsalunisyvia High Availability (HA) WUy Active-Active w30 Active-
Passive ¢ Tngludaudur e

7.2.8.2 gunsninszaneteyainiotte NAS Switch F1uu 2 9o fswanBunnmdnuueded
- gunsalansavhonlusesu Layer 2/3 Juethatdes
- Hwuieved Switching Capacity Witiaeni 620 Gbps
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7.2.8.3 gunsninssaedoyawiots Server Switch 31w 5 ya iiswazBuannanvasdil

fiAuanunsotunsvit Forwarding rate litasnin 470 Mpps
afuayuIININ MAC Address lageanliivaendt 128,000 Addresses
AN1905995U VLAN laliidsenin 4,000 VLAN

fiwgsauuu 1/10 Gigabit Ethernet (RJ45) Suuliidasnin 24 wose
fwadndmsuyi Stacking A uusauuu 40 Gigabit w3afininduulisandt 2
woin wieuandeusiaiiannns Stack

see¥un1svi Stacking Iilsitiesndn 10 ddavilingy
gUASAITNUATINIMTE UL IEEEBO2.1x Uagsaeiunsii Authentication sty
Radius (RFC 2865} uay TACACS+ (RFC 1492) e

atfuayun15¥in Access Control List {ACL) oA MAC ACL, IP ACL, Time-Based
ACL wag IPv6 ACL Taifuatnetion

atfuayu 1Pv6 Protocol ldurl OSPFV3, DHCP6, MLDVZ Lay IPv6 Mutticast 16t
Wuegaton

atfuayu IPv6 Management léiurt HTTP, HTTPS/SSL, Telnet, SSH, SNMP,
SNTP, TFTP, and waw Traceroute &

atfuayunnsgulsiun IEEE802.1D, IEEE 802.1W, IEEE 802.1S, IEEE 802.1p, IEEE
802.1Q way IEEE 802.3ad 16
fifardulsendandanuitisannsTdlnuuiaunsel asannsg i Energy-
Efficient Ethemet (IEEE 802.3az) 191

avuayunnsgu Data Center Bridging (DCB) leiun PFC (IEEE802.1Qbb), ETS
(EEE802.1Qaz) uay DCBx lailiuageiae

fiszuy Redundant Power Supply wazansnsesiuszuului 220 V. uay 50
Hz g1

annsovhanldvgamadl 0-45 seenld

5995ULATEIU WU FCC, CE, VCCI uag RoHS ldliuatheley

annsafesalug Rack puinunsg il

gunsalausevhonlusedu Layer 2/3 Wiuedhaiey

fluumyes Switching Capacity luitfaunin 240 Gbps waelimuaninsnlunism
Forwarding rate lsidasnin 187 Mpps

avfuayuINIL MAC Address Iéigeanlaitioandt 16,000 Addresses
a111309995U VLAN Taldidasnin 4,000 VLAN

finosn Gigabit Ethernet WUV 10/100/1000Base-T drwiulaitfosnia 46 wadn
wasWesALUU 1000Base-X (SFP) Sruulitiounin 2 wada

fiwesm 10 Gigabit Ethernet LUy 10G Base-T $1uiuliiviasnin 2 wesn
finasmdmiuh Stacking Mlanansnsasiuamnitiidesndn 80 Gbps (Full-
duplex) w¥ouany Stack Cabte uaysasiunavi Stacking Suaulitsenis 10
aindnaniangy
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- avuayunn3vin Access Control List (ACL) toln MAC ACL, IP ACL, Time-
Controlled ACL uaz IPv6 ACL ldilluagaray
- aﬁ’uauu IPv4 Routing Protocol wuy RIPv1, RIPv2, OSPF Llag Poticy Based
Routing 5239 HSRP %38 VRRP &
- atfuagu IPv6 Protocol liufl OSPFv3, DHCPY6, MLDV2 Wag IPvé Multicast 16l
Juatnaie
- awuayu NetFlow w30 sFlow ¥30 J-Flow 1§l
- atfuayu IP Multicast Routing Protocol Ll PIM-SM, PIM-DM uaz DVMRP 1d
Wuagatley
- atfuayuinasgulaun IEEE802.1D, IEEE 802.1W, IEEE 802.1S, IEEE 802.1p, IEEE
802.1Q uae IEEE 802.3ad 1¢ savhiiiflaiduusemiandsnuitisanmslélruy
#gunsal mamsg Energy-Efficient Ethernet (IEEE 802.3az) 1
- flszuu Redundant Power Supply kavanunsnsassuseuulndi 220 v. uax 50
Hz Iamnsavhandldfigumgli 0-45 asmnlsl
- 595UNMIEIU 18U FCC, CE, VCCI uas RoHS leilluagatiay
Rack server vu1alitiaandt 42U §1uu 2 49 fistendunnmdnumydil
figdnfiupeufinmaiuinng -Rack Server wmsgaliing 42U
1w Rack ﬂuﬁmmwigmﬂﬁu%mwmﬂ 600mm x 1000mm. x 42U Jueeeies
fi594W PDU- Power Distribution Unit ol 16Amp TS uaudeadeulwiuy C13
Swuldvdesnit 15 999 91174 3 949
figmsrurean Rack Fan 31w 1 4

%

= o woood =
fiuszguiiuasnds uuuulaveiilgng

ar & oo <l = ¢ - . o
7.2.10 ﬁ]ﬂﬂ’lWUﬁ'\]ﬂ&ﬁULﬂiBQL‘U'gwnaiLWE]Uiﬂ'ﬁN']ULﬂ39“1]']E| Internet (Server Co-Location) IWEJU

= & e a
FHALLRLATIINWUVIIANTRIU

Huiuitliuins Server Co-Location sumlsitiasninnasgmu 1 ¢ Rack runalaisndy
42U

faasasrasogluiuiiidu Data Center I3unisSuseanasgrussiuana i Certificate
FusBmIgU

iy Rack surmnesgiuilvuinisaune 600mm x 1000mm. x 42U \usenaioy

Data Center fisvuvdnsadivifihfiannsndsasliinlifiy Data Center Idpthasaiiios
Tpeiinnesgiu S00KVA 1 lideenin 5 AIDIAARITFUULUY N+1 vFafnduaed]
sevullastilriihnsvan noudrelwilifugunseiiifnds

Data Center fssuuemunaxligamgfivarenududl mnzanfunisvauvasgunsel
MADALIAN

Data Center ilszuudnglwdrses Backup Generator muataisinin 2,500 KVA Srunulal
foendh 2 gevidadndy Aisudseddulslitesnit 12 $lus
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- Data Center fisgvulasiudradumunnnsgiuanalassosaslidudunsiorony wags
gUnsaididnvseling fimnuasafege Mdasmuanasguliifiingt NOVEC 1230 uie
Anan

- Data Center H32UUN&d892995UA CCTV ﬂqagjﬁhwﬁqﬁﬁaqnwmmﬂaamﬁﬂqa a0
upAuA UM LaEUNAY RACK Tdagedalay

- Data Center fidmihfimuguszuulszsinsegiiviosmuepiiosiinmieuady
duBounaan 24 alu

- Data Center fasfissuu Access Control System (ilaldlunismununsiteanyosyeaa
Inedl policy muaunsidhesnusazlsusgrdniau

- Fossassuthminvegunsainu Rack Wliiesndy 450 Alandy

- TenadousosyuuiAIoTn wuu 100/1000 Mbps Litfaenis 1 gaama

- il Real IP %38 Internet IP ag139tion 10 IP Address

- {1 avwiddlunmsdeteyanielutsviva Outgoing lsiaendn 100 Mbps

- Data Center 193015 Internet Gateway meluyszna (NIX) ﬁﬁ’mﬁ’rﬁmﬁamﬂu
sg]‘uEiﬂa'mlum'suamﬂﬁauﬁa;@ Internet nelulsewe Tuliitisenin 72 Gbps

- sspmaaiuinslifesnit 36 deutuanfuiisudyan

- Q’Lauaiﬂmﬁaaﬁuﬁum'im'sﬁmﬁ”’a'sswﬂauﬁama%ua:ﬁL%"auiaa'isw’lﬁmm'm‘l,‘ifu'%mi
nfdisemiile
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